3GPP TSG-SA WG3 Meeting #96Ad-Hoc 
S3-193813
ChongQing (China), 14-18 October 2019











revision of S3-193450
Source:
Huawei, Hisilicon
Title:
New solution for linkability attack
Document for:
Approval
Agenda Item:
5.14
1
Decision/action requested

This document proposes to introduce a new solution address to the Key Issue#X: Mitigation against the linkability attack in TR33.846.
2
References

NA
3
Rationale
In 5G, 5G AKA and EAP AKA’ are subjected to the linkability attack like UMTS AKA because they inherit the error messages (MAC failure, Synch failure) from UMTS AKA. In case the linkability attack occurs, it represents a breach of the user’s untraceability, the attacker can establish the traceability of a subscriber based on the study of the failure messages and can detect subscriber’s presence in a specific area by replaying one old legitimate authentication vector including (RAND and AUTN). The reason why the linkability attack can be implemented is that the attacker can distinguish the cause of the authentication reject message is MAC failure or synchronization failure.
This contribution proposes a method of mitigating the linkability attack. The UE conceals the authentication failure cause and sends it to the core network. The NF in the core network deconceals and obtains the specific failure cause. Thus, the attacker cannot distinguish the specific authentication failure cause, thereby ensuring the user's privacy is not leaked.
4
Detailed proposal

***
BEGIN CHANGES
***

6.X
Solution #X: Mitigation against the linkability attack

6.X.1
Introduction

This solution addresses key issue #3.1: Mitigation against the linkability attack. 
6.X.2
Solution details 
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Figure 6.X-1: Signaling flow of mitigation against the linkability attack
1. In the authentication procedure, the AMF sends the authentication request message, which contains AUTN and RAND, to the UE.

2. After receiving the authentication request message, the UE verifies the MAC and the SQN in the AUTN. If the verification fails, the UE shall encrypt the authentication failure cause value (MAC failure or Synch failure) by using the method of calculating the SUCI，as specified in the following:

· If the authentication failure cause is MAC failure, the UE shall construct a scheme-input including 5GMM Cause (MAC failure) and padding N bits of 0. The padded bit length is the same as the length of the AUTS. 
· If the authentication failure cause is Synch failure, the UE shall construct a scheme-input including 5GMM Cause (Synch failure) and AUTS. 
The UE shall execute the protection scheme (Profile A or Profile B) with the constructed scheme-input as input and take the output as the encrypted cause (indicated by "Enc(Cause)"). 
3. The UE sets the 5GMM Cause in the message to the newly defined "MAC failure or synch failure", to indicate that the authentication failure is caused by MAC failure or Synch failure. The UE sends the newly defined 5GMM Cause and the encrypted authentication failure cause to the AMF within the authentication failure message.
4. Upon receive of the authentication failure message, the AMF parses the 5GMM Cause IE in the message. If the 5GMM Cause IE is the newly defined "MAC failure or synch failure", the AMF decides to send the encrypted authentication failure cause to the UDM for decryption.
5. The AMF sends the Enc(Cause) and RAND to the AUSF through Nausf_UEAuthentication_Authenticate Request.
6. The AUSF sends the Enc(Cause) and RAND to the UDM through Nudm_UEAuthentication_Get Request.
7. UDM decrypts the Enc(Cause). The UDM shall decrypt the Enc(Cause) by using the method of decrypting the SUCI, and obtains the specific authentication failure cause. The UDM shall determine the subsequent procedures (e.g. re-authentication or notifying the AMF of the authentication failure cause) based on the decrypted authentication failure cause.
8a. If the authentication failure cause is Synch failure, the UDM shall acts as described in TS 33.501, clause 6.1.3.3.2, where a new authentication procedure with UE will be initiated. The Step 9 to Step 10 shall be omitted.

8b. If the authentication failure cause is MAC failure, the UDM sends the decrypted authentication failure cause to the AUSF through Nudm_UEAuthentication_Get Response.
9. The AUSF sends the decrypted authentication failure cause to the AMF through Nausf_UEAuthentication_Authenticate Response.
10. The AMF may initiate new authentication towards the UE based on the authentication failure cause.
Editor’s note: Impact of MAC failure message size is FFS.

Editor’s note: Where the encryption is calculated, in USIM or ME, is FFS.

Editor’s note: The solution relies on the avaibility of SUCI mechanism.
6.X.3
Evaluation

In this solution, the UE encrypts the authentication failure cause value (MAC failure or Synch failure) by using the method of calculating the SUCI and sends it to the core network. Only the NF in the core network can decrypt and obtains the specific failure cause. Thus, the attacker cannot distinguish the specific authentication failure cause, thereby preventing the breach of the user’s untraceability and mitigating the linkability attack. 
The solution fulfils the potential security requirements from Key Issue #3.1X: “The 5G system shall support mechanisms to mitigate the Linkability attacks”. 
The visited network is impacted, and not R15 compatible.
***
END OF CHANGES
***
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